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1 Introduction  

The purpose of this Service Level Agreement (SLA) is to clearly define performance metrics such as applicable service levels, response times, service windows and availability of the Client's applications hosted by the Provider. The technical description of the hosting service is established in the Framework Agreement between the Provider and the Client and sets out the details of the provisions made for these services. 

This SLA is inextricably intertwined with the Framework Agreement concluded between the Client and the Provider, of which the terms and conditions of the Provider form an integral part. 

The Client and the Provider shall periodically assess the SLA. Any required Changes to this SLA shall be notified by the parties in writing by means of an RfC (Request for Change). Should a required Change have financial consequences, then the Provider shall draw up a quotation. After an RfC has been discussed and mutually approved, the parties shall amend and/or supplement this SLA with a further written contract. Changes shall only come into effect after the signing of a further contract by both parties.

The Service Levels agreed in the SLA can only be met if the arrangements and procedures between the Provider and the Client are likewise fulfilled. Provisions concerning penalty clauses are included in the Framework Agreement.

2 Definitions

	Concept/abbreviation
	Description/definition

	Availability
	The opposite of Unavailability.

	Backup
	The secure storage of software by saving a copy to a backup medium.

	Call
	This is a Message to the Provider's Contact. This can be to notify an Incident or make a query, request or complaint.

	Change
	A request for a Change.

	Contact
	Persons appointed by the Client and the Provider who will serve as the Contact for the notification of all matters arising from the day-to-day running of hosting services.

	Database
	Collection of mutually coherent data provided by the Client which is accessible to the applications used by the Client.

	Emergency number
	The telephone number that is available outside office hours for the notification of Malfunctions.

	Equipment
	The Equipment provided by the Client or made available by the Provider to the Client such as servers, PCs, network infrastructure and peripherals which are connected to the Provider's network and described further in the agreement. 

	Incident
	A detected disruption or risk of disruption to the agreed service level.

	Maintenance/Maintain
	The performance of repairs, the taking of precautionary measures and regular inspection of the installed Equipment as well as planned Maintenance.

	Malfunction
	The unforeseen temporary or permanent failure of the service to the Client.

	Message
	Each electronic request made by the Client to the Provider possibly followed by oral clarification.

	Month
	Month means a calendar month.

	Office hours
	Working days between 09:00 and 17:00.

	Operating system
	The Operating system used to run the Equipment.

	Priority
	The order in which Incidents, problems and Changes are dealt with.

	Problem
	A structural disruption or risk of disruption to the agreed service level. 

	Repair time
	The time, measured and recorded by the Provider, between the Malfunction Message and the notification by the Provider to the Client of completion for that Malfunction (or the time at which the Provider attempts to send the Message).

	Response time
	The time between the correct submission by the Client of a Message about an Incident or the request for a Change, and the commencement of work relating to the resolution of an Incident or the execution of a Change.

	RfC
	Request for change, made by the Provider or the Client.

	Service Window
	The time period agreed between the Client and the Provider in which the Client can make use of a service provided by the Provider.

	SLA
	Service Level Agreement

	Software
	The software installed and configured on the Equipment by the Provider.

	System environment
	The collection of services which enables the Client to use the applications.

	Unavailability
	Unavailability is taken to mean that one of the Provider's Hosting services is unavailable to any user following an unplanned event.

	Working day
	Monday to Friday except for public holidays in accordance with the generally recognised Dutch calendar.


3 General

3.1 Prioritisation of contracts

	Rank
	Contract

	01
	Framework Agreement

	02
	General terms and conditions

	03
	Service Level Agreement

	04
	Other written communication between the Provider and the Client


In the event of discrepancies or ambiguities in the aforementioned contracts the contract with a higher rank shall take precedence. The ranks of the various contracts are given in the table above.

3.2 Contact persons

The parties shall each nominate a Contract Manager and a fixed Contact. The contact details of the Contract Manager and Contact are set out in writing. Changes to the contact details of the Contract Manager and Contact are likewise made in writing.

Operational communication concerning the tracking of Messages about Malfunctions and wishes shall as far as possible be between the Client's and the Provider's contacts.

3.3 General description of the services

The SLA relates to the services as described in the Framework Agreement. 

The Provider shall endeavour to ensure that the services are available problem-free at all times. In the event that a Malfunction reduces Availability, the Provider undertakes to resolve the Malfunction within the time limits agreed in this SLA. The Provider undertakes to regularly inspect and thoroughly Maintain the Equipment and systems which it puts into use and to ensure that the capacity of this Equipment and these systems is such that it does not lead to Malfunctions in normal use.

3.4 Duration of the SLA

The SLA comes into effect on the date of delivery of the services and shall remain in effect for the same duration as the Framework Agreement.

3.5 Consultation structure

Consultation 

Consultation will always take place at the request of one of the parties via the fixed contacts (clause 3.2 SLA).

During consultation, the service content will be fine-tuned at an operational level and working arrangements and procedures discussed and assessed. The quality of the Provider's services will also be assessed regularly.

Agenda items

Agenda items are primarily determined by open cases, reporting, projects, Changes to procedures and quality. 

Reporting

Minutes of the consultation shall always be taken by the Provider and in each case be submitted to the Client for information. 

3.6 Service Window

Service Window as defined in this SLA.
	Window
	Description

	Service Window 
	To be completed


3.7 Priority table

Indication of Priorities as defined in this SLA.
	Priority
	Significance

	1
	Service outage

	2
	Service partially interrupted/with reduced performance 

	3
	Problems with limited consequences for the Client


3.8 Maintenance Window

Maintenance Window as defined in this SLA.
	Window
	Description

	Maintenance Window
	To be completed


3.9 Response time table

Response times as defined in this SLA.
	Priority
	Response time
	Resolution time
	Notes

	1
	To be completed
	To be completed
	The Call is resolved in the applicable Service Window, within the Response time + Resolution time following the Incident Message.

	2
	To be completed
	To be completed
	The Call is resolved in the applicable Service Window, within the Response time + Resolution time following the Incident Message.

	3
	To be completed
	To be completed
	The Call is resolved in the applicable Service Window, within the Response time + Resolution time following the Incident Message.


3.10 Backup and recovery procedure

The backup and recovery of data is handled as follows by the Provider.

· Frequency:

A full Backup is carried out To be completed 
· Medium:

A backup is made to the hard drives of a physically separate server at a different location.

●
Storage time:


The backup is retained for the following period: to be completed.

●
Recovery procedure:

The Client can request that the Provider makes data available from the backup. The Client and the Provider shall jointly discuss further arrangements for the recovery procedure to be followed. Invoicing for the recovery procedure by the Provider shall be based on costing.

3.11 Maintenance, Planned Maintenance and Emergency Maintenance 

For all vital components of the Provider's central infrastructure, preventive and planned Maintenance shall be carried out at such a time that it causes a minimum of inconvenience to the users. The Client shall be notified of any Maintenance activities in advance.

Maintenance 

The Provider intends to limit the noticeable impact of Maintenance activities to its network, servers or other relevant Equipment on the service to the customer to the absolute minimum by taking the following measures:

●
important procedures shall, as far as possible, be carried out outside office hours;

●
noticeable Maintenance activities shall be kept to the absolutely necessary minimum;

●
Maintenance activities shall be combined wherever possible.

During Maintenance there may be a noticeable impact on the service (Priority level 2 or 3), the Provider shall endeavour that there shall be no outage of the service (Priority level 1).

Planned Maintenance 

Planned Maintenance can be carried out at any time. The Client shall be informed of this in advance. It is possible that during this Maintenance period the Hosting service will temporarily be wholly or partly out of use and thus unavailable to the Client (Priority level 1: service outage).

A Planned Maintenance Message will contain the following information:

●
contact details of the Contact;

●
time frame within which the Planned Maintenance is to take place;

●
expected actual duration of the Planned Maintenance;

●
the services on which the Planned Maintenance will impact;

●
priorities;

Planned Maintenance is excluded from the Availability calculation unless the period set for the Planned Maintenance is exceeded resulting in the unavailability of the hosting service to the customer.

Emergency Maintenance

Emergency Maintenance may be required whenever circumstances call for immediate intervention. In such a situation the customer will be informed as quickly as possible (see: response times). Unavailability during Emergency Maintenance shall count towards the Availability calculation.

3.12
Availability

For the Availability of the hosting environment including system software a guarantee applies as shown in the table below on a monthly basis. The procedure for making the network and the System environment available is set out in the contract between the Client and the Provider.

The Provider does not guarantee that communication over the Internet will always be possible or that it will always be possible to make a connection with another device connected to the Internet. Unavailability is taken to mean that one of the Provider's Hosting services is unavailable to any user following an unplanned event. Should a service only be unusable by certain users, or should it function incorrectly, this shall be considered as an Incident in which the service itself is considered as available. 

The Provider's liability as regards Availability as defined in this SLA is not applicable to Malfunctions if:

· planned work is carried out;

· the Malfunction occurs as a consequence of a Malfunction in the telecommunications infrastructure of third parties;

· a failure is caused by a Change requested by the Client; 

· a failure is caused by unauthorised Changes made by staff of the Client to the Provider's Equipment;

· force majeure.

For services, at one location or multiple locations, the Availability (A) is calculated as follows:

A = 100% * [1 – (t: T)]

t = the number of minutes that the Service was unavailable during the Month (Service outage)

T = total number of minutes per month


3.13
Safety and reliability

The Provider gives no guarantees and accepts no liability as regards the security of network connections and stored data. The Provider will endeavour to prevent physical and logical access to data by unauthorised persons and to keep the Client's information confidential.

4 Incident Management

4.1 Objective

Incident Management is intended to remedy (threatened) disruption to the service to the Client as quickly as possible. The Client must encounter as little as possible inconvenience from Malfunctions and be able to return to normal activities as quickly as possible.

This is done by accepting, assessing, resolving and signing off Messages from the Client.

4.2 Input

Message from the Client. This is sent by the Client's Contact to the Provider's Contact.

The Message must contain the following parts:

· sender's name;

· sender's telephone number and e-mail address;

· the date (and time period if possible) on which the Incident took place;

· description of the Incident;

· module in which the Incident arose;

· an estimated Priority for the Client.

4.3 Output

When the Message is received the Provider shall send a Message in reply giving the Provider's forecast. This forecast must state the urgency, Priority and expected resolution time set by the Provider. 

After the completion of the Incident feedback will be sought on the resolved Incident from the party that notified the Incident.


4.4 Process and executing parties

	Operation
	Description
	Result
	Carried out by

	Recording & Classifying
	The Client is listened to and his Message interpreted.
	Message interpretation
	Provider

	Investigating & Initiating
	The person to take charge of offering the solution is determined. The Client is informed of the proposed action taken to resolve the issue. The person in charge can be:

1. The Provider itself;

2. Another party; can also be a party with which the Client has an arrangement.
	remedy determined and presented
	Provider

	Resolving & Restoring
	Provider in charge: the measure is implemented in the normal manner by the Provider. 

Other party in charge: the action no longer falls under this SLA; the Provider will pass on the Call to the third party who will be responsible for the solution.
	Incident resolved 
	Provider, 
third parties 



	Closing
	If the Incident is resolved, this is made known.


	Message closed
	Provider


4.5 Formal arrangements between the Provider and the Client
	Service Level
	Standard

	Service Window
	To be completed later

	Transferred Calls
	The Provider will route Calls to the third party responsible for the resolution of the Incident during the Service Window within the appropriate Response time for the given Priority. 

	Response time
	Times are determined by the Priority (see note to Priorities table, clause 3.7 SLA).

	Workaround
	The Incident is resolved in such a manner that the end user can continue working within the primary process without significant loss of time. The underlying problem is structurally resolved via the Problem Management process.


4.6 Contact

The type of contact for Messages regarding an Incident is set out in the tables below.
Message

	
	Service Window 

	Priority 1
	Emergency number

	Priority 2
	Emergency number

	Priority 3
	Office hours


Contact types

	Type of contact
	Notes

	Normal contact
	Provider's Contact (clause 3.2 SLA)

	Emergency number
	This number is known to the Client as the central Contact for the Provider

	E-mail
	Provider's Contact (clause 3.2 SLA)

	N/A
	Messages with this Priority are not processed within this Service Window


Workaround

The Incident is resolved such that the end user can continue to work in an acceptable manner. The underlying problem is structurally resolved via the Problem Management process.

4.7 Conditions and exclusions

· The Provider cannot be reached at times outside the Service Window, unless otherwise agreed or for Messages with Priority 1 or 2.

· Calls made outside the applicable Service Window will be dealt with on the next Working day.

· All Calls caused by the repeated or systematic improper use of the Equipment and/or Software by the staff of the Client are escalated directly to the Client by the Provider via the regular reports. 

· Calls which are put ‘on hold’ in collaboration with the Client fall outside the agreed Service Levels.

· If an Incident leads to a Request for Change (RfC) then the agreed turnaround times for the Change Management process shall apply.

· The Client should ensure in its contracts with third parties that the Provider is kept informed of the status and progress of Calls passed on to those parties.

5 Problem Management

5.1 Objective

The purpose of problem management is to increase the quality of the ICT infrastructure by investigating the causes of Incidents and removing those causes. In other words the object of problem management is the structural resolution of Incidents with the status “Workaround” and to draw conclusions from this in order to make proposals for improvements.

5.2 Input

· Incident with the status “Workaround”

· List of Incidents per category
5.3 Output

· On starting, a starting Message to the Contact for the Client
· A resolved problem

· Possibly, further progress reports concerning the problem

5.4 Process and executing parties

	Operation
	Description
	Result
	Carried out by

	Recording & Classifying
	The input (see above) is assessed and interpreted. Then a ‘Problem Record’ is drawn up in the system with a priority code.
	problem determined 
	Provider

	Organising & Initiating
	A proposal for the resolution of the problem is drawn up and presented.
	proposal drawn up and presented
	Provider


	Analysing
	The Problem is investigated in accordance with the proposal and the cause is determined, with the aid of third parties where necessary. If necessary the Client is notified if it needs to be involved in the execution.
	cause of problem 
	Provider 

	Closing
	If the problem can be resolved, a Change Request RfC is drawn up on the basis of the Problem Record.
	RfC drawn up


	Provider


5.5 Formal arrangements between the Provider and the Client
	Service Level
	Standard

	Service Window
	To be completed.

	Turnaround time


	The Provider guarantees that to be completed of the Monthly total of recorded problems will be resolved within the values given in the Problem Management Response time table. 


6 Change Management

6.1
Purpose

The purpose of Change Management is the systematic implementation of all Changes to the ICT infrastructure. This should minimise the risks of disruption to the services and the reduction of the quality of the supplied services.

6.2 Input

Request for Change (RfC) submitted by:

· the Client's authorised staff;

· the Provider (problem processes and all tactical processes which have an influence on the Client's operations).

The RfC must contain the following items:

· name of person making the request;

· telephone number of person making the request;

· e-mail address of person making the request;

· department of person making the request;

· identification of the Priority of the RfC;

· description of the RfC.

6.1 Output

· Change implemented, problem resolved;

· progress reports where necessary.

6.2 Process and executing parties

	Operation
	Description
	Result
	Carried out by

	Recording & classifying
	The Request for Change to the IT Infrastructure is recorded in the system. The type of Change is determined by agreement between the person making the request and the recipient: Standard, Minor or Major Change. (For definitions: see clause 6.5 SLA).
	request recorded
	Provider and Client

	Assessing & planning
	· Minor Changes are assessed by the Provider for compatibility with the product, planned and initiated.

· Major Changes are assessed by the Provider for compatibility with the product and discussed at the Monthly Consultation.
	implementation plan for the Change
	Provider and Client


	Executing
	· Standard Changes are carried out immediately and tested.

· Minor Changes are executed as agreed and tested. Charges for Minor Changes are based on costing.

· Major Changes are proposed for execution and approved by the Client. Charges for the implementation of Major Changes are based on costing or on a separate quotation. 
	Change implemented
	Provider

	Closing & evaluating
	The Change is assessed and entered as ‘complete’ in the system. The result of the Change is checked against the RfC and the plan drawn up.
	Change closed
	Provider and Client



6.3 Definition of Standard, Minor and Major Changes

	Change
	Definition

	Standard Change
	Standard Changes relate to alterations for which no authorisation is required from the Client and which are implemented directly. These alterations have no impact on the hosting services, but on supplementary matters (administrative tasks). 

	Minor Change
	Minor Changes are previously defined Changes which can only be submitted by authorised persons. They relate to trivial or fairly small Changes to the Hosting services.

	Major Change
	Major Changes are proposed for execution by the Provider and approved by the Client. They relate to significant and/or large-scale Changes to the Hosting services.


6.4 RfC Priorities table

When the RfC is accepted it is given a Priority in accordance with the table below. For those RfCs which are submitted to implement a solution for an Incident and for which a Priority has been determined under the Incident procedure, in principle the Priority set for the Incident determines the Priority for the Change. If a Workaround is available, the Priority of the Change can be changed in anticipation of a definitive structural solution. 

	Priority
	Significance

	1
	The RfC relates to a problem that causes the Client considerable difficulties in the use of essential services (the primary process is severely disrupted), or relates to an urgently required alteration to prevent a disaster. 

	2
	No great urgency or serious impact, but implementation of the Change may not be put off to a later time.


6.5 Response times

	Priority
	Response time
	Significance

	1
	To be completed
	The RfC is dealt with outside the regular Change Management procedures; within the applicable Service Window. Administrative completion to follow later. 

	2
	To be completed
	The RfC is dealt with within the applicable Service Window, within the response time.


6.6 Formal arrangements between the Provider and the Client
	Service Level
	Standard

	Service Window
	Service Window is applicable.

	Submission of RfCs
	Changes required by the Client can be submitted on Working days during Office hours. If the request is made outside this window, then the request will be dealt with the following day.

	Request for Standard, Minor and Major Changes
	Minor and Major Changes are requested using official RfC forms by people authorised to do so within the organisations of the Client and the Provider. 

	Response time
	The Provider guarantees that to be completed of the Monthly total of Minor and Major Changes will be dealt within the values shown on the Response times table (table 6.7). 


6.7 Conditions and exclusions

Only the Provider shall have authority to make Changes to the IT Infrastructure under its care. Changes in the IT Infrastructure which falls under the responsibility of the Client may only be made with prior written permission from the Provider and shall be notified to the Provider within 10 Working days of the Change using the official RfC form.

7 Service Level Reports

7.1 Operational Service Level Report

This report shall be made available by the Provider to the Client to be completed, within one Month of the end of the period described. 

	Section
	Description

	Incidents
	Summary of total number of reported Incidents for the period in question with:

· Priority;

· description;

· status; 

· response time.




	Section
	Description

	Problems
	Total number of problems arising and/or reported for the period in question with:

· Priority;

· description; 

· status;

· response time.




	Section
	Description

	Changes
	Total number of Changes submitted per month, including their status and the schedule for their implementation:

· Priority of the Change; 

· description of the Change.




	Section
	Description

	Availability Central Environment
	Expressed as:

· Availability percentage (Service Window hours minus downtime (call-to-fix times) against Service Window hours). 


	Section
	Description

	Protection
	Overview of security Incidents expressed as:

· description;

· status.


8 Protection

The Provider recognises the importance of very rigorous protection of the Client's environment. The Provider undertakes to keep abreast of the latest security information. In order to guarantee optimal protection the Provider and the Client shall take the measures below:

●
The Client is responsible for the people who have access via the granting of authorisation to the Software which belongs to the System environment as well as the applications. The Client and the Provider shall by mutual agreement make further arrangements on the rules and directives to be applied to achieve the security level required by the Client.

●
The Provider shall keep track of which staff may adapt authentications and authorisations on the Client's environment.

●
If a server is affected by a security Incident, the Provider shall advise over the measures to be taken; if required, patches shall be applied in the short term. Should this lead to an interruption in the Provider's service then the Client shall immediately be notified of this.

●
In the case of serious security issues, in hardware or software, the Provider shall advise on the measures to be taken. If required, patches shall be applied in the short term. Should this appear to be inadequate, the Provider shall after consultation go ahead with resetting the server. Should this lead to an interruption in the Provider's services then the Client shall immediately be notified of this.

●
The Provider undertakes to cooperate with security audits and penetration tests, on condition that this does not pose a risk to the availability of the Provider's services; thus at the discretion of the Provider. The costs of a security audit and penetration test shall be borne by the Client. Requests must be submitted in writing at least 2 months before the planned audit or penetration test.

9 For Agreement

This Service Level Agreement is inextricable intertwined with the Framework Agreement between the Provider and the Client. After signing, this Service Level Agreement can only be modified via a Request for Change which must be approved by both parties in writing.

	For Agreement

	Date:
	
	Date:
	

	Name:
	
	Name:
	

	Signature
	Signature
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